
How to setup Microsoft Azure SAML2 SSO

In order to use our SAML SSO integration, you will first need to reach out to The Conover

Company and request access to this feature.

Once enabled, you will have access to a Configuration Option.

mailto:support@conovercompany.com
mailto:support@conovercompany.com


When you select the option, all of the information you need to create the SAML2 connection

will be present on the screen.



Here are some sample screens from our integration with Microsoft Azure so you can see where

we put each URL.



We require the email address to be sent as the Unique User Identifier.  We were forced to edit

the value to make sure only the email address was sent.  This was probably due to us using a

trial version of Azure that was not completely setup with our domain name.



There is an issue with the way Azure generates is thumbprints.  Do not use Azure’s SHA256

thumbprint. What you need to do is download the PEM certificate and generate your own

SHA256 thumbprint.

You can either use OpenSSL Command Line

openssl x509 -text -noout -in /path/to/certificate.cert -fingerprint -sha256

Or this website can also help you generate the proper thumbprint.

https://www.samltool.com/fingerprint.php

The certificate fingerprint looks like this: F1:20:A9:91:A8:ED:F2:7E:EC:1B...

https://www.samltool.com/fingerprint.php


Once all of the options are filled in, the information that you need to insert into Conover Online

will appear in setup 4.


